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ABOUT ME

» Information Systems/Network

»  Technology, GRC, People

*  The Columbus Foundation

* Innovative Leadership Institute & IT Leaders
*  Unplugged afterhours
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CONTROLS ARE YOUR CYBERSECURITY & DATA PRIVACY PROGRAM -—- A CONTROL IS THE POWER TO INFLUEMCE OR DIRECT BEHAVIORS AMD THE
COURSE OF EVENTS.
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SCF Domain

SCF Control

Secure Controls Framework (SCF)
Control Description

Methods To Comp

Mechanizsms exist to facilitate the implementation of cybersecurity and privacy -Steering committee
governance controls. - Digital Security Progra
Cybersecurity & Digital Security GOV-01 -Cybersecurity & Data
Privacy Governance |Governance Program (CDPP)
Mechanisms exist to coordinate cybersecurity, privacy and business alignment -Steering committee
through = steering committee or advisory board, comprised of key cybersecurity, - Digital Security Progra
Cybersecurity &  |Steering Committee & GOV-01.1 |Privacy and business executives, which meets formally and on a regular basis. - Cybersecurity & Data
Privacy Governance |Program Oversight ' (CDPP)
Mechzanisms exist to provide governance oversight reporting and recommendations to
those entrusted to make executive decisions sbout matters considered material to
Cybersecurity &  |Status ReportingTo GOV-p1.2 |theersanization’s cybersecurity and privacy program.
Privacy Governance |Governing Body '
Mechanisms exist to establish, maintzin and disseminate cybersecurity and privacy -Steering committee
policies, standards and procedures. - Digital Security Progra
Cybersecurity & Publishing Cybersecurity GOV-02 - Cybersecurity & Data
Privacy Governance |& Privacy Documentation gt - (CDPP) |
» Domains & Principles SCF 2023.2 | Evidence Request List JNGCY 1 »
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SP-CMM 5

Continuously Improving

T5C 2017 ‘
[C omnitrs
-] J

AICPA
TS5C 2017
[Points of

Fﬂcus‘

Standard
200-1

See SP-CHM4e. SP-CMMS is NIA, since a continuously- i EDMOL0Z
improving process is not neceszany to faciitate the 41 APDOLO9
L ; ; . CCA1-FOF1 4.2 S GRC-05 E
implementation of cybersecurity and privecy goveinance o2 AP0 Principle 2
controls. CC2.3-POFS 4.3 Yailomniopun GRC-07 E
e APOT3.02
See SP-CMMA. SP-CMMS is MIA, since a continuosh- CLT2-FURT 41
improving process is nok necessany to coordinate CC1z-POFE 411
cubersecuity, priivacy and business alignment through 2 CCl.2-PaF3 412
steening committes or advizory board, comprised of key CC1.2-POF4 413
cybersecuity, privacy and business executives, which mests CC1L5-POF3 414
L i A T P CC15-POFd 415
Ses SP-Cid. SP-CMMS iz M4, since a continuousiu- 4.2
improwving precess is Not necessan mpﬁmidegmmlraance CCZ.2-POFZ 4.3
oversight repoiting and recommendations to those entrusted CCZ.3-POF3 4.4
ta make executive decisions about matters considered CCZ.3-FOFS 53
matenizl to the crganization®s cubersecurity and privacy CC4.2-POFZ Sd
See SP-Cid. SP-CMMS is NiA, since a continuouslu- LLT4-FUFT AEA-T
improving process is not necessary to establish, maintain and CCZ.2-POM i AlS-0n C
diszeminate cybersecurity and privacy policies, standards and CCS.3 CCz.z-POF4 ° APDOLOS Princiole 12 BCR-01 C
procedures. CCZ.2-POFT 7.3 iRIEIPE CCo-T 5
CC5.3-POF CEK-01
CCT 2-PrOF
See SP-CiM4. SP-CMMS is MNi&, sunoeanurmmmly— EDMOLOT %H:I_
Py =
3 Domains & Principles SCF 2&23 2 | | Evidence Request List JNNNEY. q 3




Identify Identify SCF-B SCF-1 SCF-E

Minimum

EMEA R Minimum Discretionary
UK R . L Compliance Security Business Cyber Embedded
equirements )
GDPR MCC + 05 Controls Requireme Mergers ’E:'n Insuranc Technolo
= _. Fﬂ [MCLC] n [DSR] Acquisitio t EH
& 201 CMR AT
A31Z E NAIC H
MAIC
TIT
211
31
D541 411 E & 201 CMR AT
511
E11
11
241

3 Domains & Principles SCF 2023.2 | Assessment Objectives 2023.2 | Evidence Request List JNNEY) q 3




i Identify Identify SCF-B SCF-I SCF-E
Minimum

CIS NIST S EMEA B Minimum Discretionary
3 \ Security

UK R i Compliance Security Business Cyber Embedded
equirements

8.0 I v i GDPR Controls Requireme Mergers Insuranc Technolo
el z 5 = "'I*nsﬂ el - Y - (e |- |

22

Lockion

£

222
i
225
G52

» Domains & Principles SCF 2023.2 A i 023.2 Evidence Request List JNNNEY q 3



You have a framework just for you!
Really?

Really, Really.
But I didn’t do anything.
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SCF Domain

SCF Control

SCF

Secure Controls Framework [SCF)

Contral Description

Methods To Comply With SCF
Controls

Evidenoes

Request List

[ERL) #

Mechanisms axist bo Faciltate an (T Asset Management ITAM) program e = Generally Aocepted Accounting Principhes Dioes the
implement and manage sEsel Management conmrols. (GAAR) MEREGET
Azzer Management | Azset Goveinance H5T- ["'EL';:U"'F"E‘“'E*W“M?'E'Q"“'""" Database E-AST-01
=T Azzer Managemant (ITAM) program
Mechanizms axist bo petfom inventodies of technology assets that: - ManageEngine AsseExplorer Dows the
= Accuwaatel) reflects the curent sustermns, sppications and services inwse; = LANDeszk T Asset Mansgement Suite E-A5T-04. = Acouaal
Asset Management | Asset Inventories AsT-02 | * Mentdies authoized sofvw ate products, inchuding business justilication details; |- Servicellow (hitps: fhewe. senscanow . coml] E-AST-05 = |z &t the
= Iz at the level of grarwdariy deemed necessany for nacking and reporting: - Solamwinds (htps:fwww. solarwinds, comd) E=AST-0T nepoating.
- |nc|udn:nr\glnlznlmn-dnrnnd|nf0|'rnl||undnnmndnncnssmytn achicve = CromdSarike ® Inchude:
Aulomamdmedumsrnsemstm dﬂectmdahrtupmdﬂedenemmnd = CimTeak Integrivy Suire Doz the
Autamated unauthcrized hardw are. software and fime are components [htkps: fwww. cimeor combcimball) and algity
Aszet Management |Lnauthozed AST-DZ 2 = OHCP lagging and firrmss.
Component Detection = St discoverny talz
- MNT Change Tracker
i il | L, Ve
Mechanisms exist bo establizh and mairtain sn suthoritative source and =TIL = Canfiguration Manasgement Databaze Dioes the
. 1eposRon 1o provide  uusted sowce and accountabilty for approved and [CHIDE) duphicae
Aszet Mansgement ED"’_’“"""* Duplication AST-02 3 |mplemented sustem componaents that prevents assets rom being duplicatedin |- Marual o1 automated process
Avoidance olbeer asset inventories.
Butomated machanizms axist to employ Metwodk Access Control (MAC), o a - CiscoMAC Dioes the
similar technology, that is capable of detecting unautharized devices and disable | = Smaba Metwarks & sirnilat 14
Assot Management Network Aocess Contral AST-02 & | network access wihoze unaulboized devices. - Jusnipar AT devices a
AL -Packe: Fence devicesT
= Symanteo KAC
Mechanizms exist bo enable Dwnambe Host Configuration Peatocol (DHCP) server |- Splunk Doz the
Duriamic Mo le-ggineg bo improve asset inventories and assist indetecling unknown systems -Marvial Priocess Protocal
| Azset Management | Confimuration Protocal | AST-0Z.6 - Build Automation Toals E-MION-0d assistind




EX@MiPILIES

Mechanisms exist to facilitate an IT Asset Management (ITAM) program to

AST-0T implement and manage asset management controls.

. How Te ComMmPILY QUIESTIONS TO QSIK .
A Generally Accepted Accounting Does the organization facilitate ‘
Principles (GAAP) the implementation of asset
v ITIL - Configuration Management management controls? v
Database (CMDB)
‘ - IT Asset Management (ITAM) EV/IDIENCIE ‘
program Documented evidence of an IT

v Asset Management (ITAM) v
program.



EX@MiPILIES

Mechanisms exist to identify and document the location of information and the specific
=D 4. . . . .
DCIH-24 system components on which the information resides.

}‘{ and document the location of }‘{

information and the specific
v system components on which v
the information resides? {

HowToe CommPILY [EVIBIENCIE

Documented evidence of

B B designated internal and third-
U"ESW""N% W QSIK party facilities where
organizational data is stored,
transmitted and/or processed.

- Data Flow Diagram (DFD)

Does the organization identify
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Behaviours

SB063: Checks security
credentials of unknown
persons at work

Individuals should check the security
credentials of unknown people they
come into contact with in the workplace.

SB065: Does not share security
passes or access tokens

Sharing security pas: en with
"trusted" contacts crea risk. People
should only ever use security passes ...

SB105: Uses a security key
Security keys are USB keys or dongles
that work as an advan form of multi-
factor authentication. Using them ...

SB177a: Does not lose mobile
device through theft or
negligence

Losing a mobile phone or tablet

containing sensitive infermation through
theft or negligence increases the ...

SB195: Completes policy
attestation

Maost organizations tod have multiple
compliance requirem s and
contractual obligations that require all ...

|_||§>)

S5B064: Prevents tailgating at
security checkpoints

When passing through security
checkpoints, people should check they
are not being followed by others who do
not ...

SB066: Escorts visitors to
ensure they follow security
policies

Visitors should be escorted according to

organisational policies. This reduces the
risk of unauthorised access to ...

SB177: Does not lose device
through theft or negligence

Losing devices containing sensitive
information through theft or negligence
increases the likelihood of cyber ...

SB177b: Does not lose
laptop/desktop through theft or
negligence

Losing laptops/desktops containing
sensitive information through theft or
negligence increases the likelihood of ...
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Do you have any questions?
https://www.linkedin.com/in/junell-felsburg/
jfelsburg@columbusfoundation.org

CREDITS: This presentation template was created by
Slidesgo, including icons by Flaticon, and
infographics & images by Freepik.
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http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
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